INSIDE THE ENCLAVE - THE ENCLAVE KIT

The Locked Room

How researchers really work with protected health data, for students heading into data science and analytics.

Start with an archive, not a database

Imagine the reading room of an archive. The original documents never leave the building; you work with them at a table, under rules
you agreed to when you registered, and what you walk out with is your notes, after someone at the desk has looked at them. Health
research runs the same way. Real patient data, from hospital records, disease registries, and national programs, live inside a trusted
research environment, sometimes called a data enclave: a computing environment where the data stay put, your analysis tools come
to the data, and everything that leaves is reviewed by a person first.
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Why you cannot just download it
It is not anonymous enough. De-identified health data are not the People were promised. Participants agreed to specific uses under
same as anonymous data; a diagnosis, a date, and a location can specific protections, and the enclave is how those promises are kept in
describe very few people, and in a rare disease, sometimes exactly practice, not just on paper.
one.
Access was conditional. Approval to use the data came with the
Everything is attributable. Inside, every login and query traces to a condition that the data stay put, so downloading is a violation of the
person, so problems can be found and scoped; a file on a laptop has agreement, not a shortcut.
no such trail.

The part about Al

Most of these environments block the internet, which means the Al assistant you use for homework will probably not be available
inside, and pasting protected data into one from the outside is a disclosure, the exact thing the environment exists to prevent.
Researchers prepare by drafting and testing code on synthetic or public data outside, where Al help is allowed, then bring the reviewed
script in. If prompting an assistant is your only analysis skill, these environments will show that quickly; the fluency underneath is what
travels.

What to build now, so the locked room feels normal later

[] Python or R fundamentals, well enough to work without autocomplete or an assistant
[] SQL, because enclave data usually live in databases

[] Notebooks such as Jupyter, the standard workspace inside these environments

[] The habit of an analysis log: what you did, in order, in words

[] Small cell awareness: a table cell describing very few people is a privacy risk, and reviewers check for it
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